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GAMIFICATION OF INCIDENT RESPONSE
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FOUNDATIONAL PRACTICES

When Is the Right Time to Start Incident Response Prep?
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CYBERSECURITY AND CRITICAL INFRASTRUCTURE

Why Focus on IR for Energy Sector?

• Regulatory Requirements
• NERC CIP
• NIST CSF

• Energy Supply Chain
• Critical Infrastructure
• Complexity

• Mitigate Risks – Operational and Financial

• Security breaches on the rise make IR something that can’t be ignored
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1. Frameworks you can use

2. How to “gamify” incident response preparation  

3. Measuring effectiveness and success

OUTCOMES

What You’ll Learn Today! 



FFRAMEWORKS

6

FRAMEWORK OPTIONS

Where Do I Start?
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