2022 Essential Cybersecurity Law

July 27, 2022 ¢ AT&T Conference Center ¢ Austin, TX

July 27, 2022 ¢ Live Webcast

Wednesday Morning, July 27, 2022

Presiding Officer:

Gregory J. Smith, The University of Texas School of Law - Austin, TX

7:30 am
In Austin Only

8:20 am

8:30 am
0.75 hr

9:15 am
0.75 hr

10:00 am

10:15 am
0.75 hr

11:00 am
0.75 hr

11:45 am
In Austin Only

Registration Opens

Includes continental breakfast.

Welcoming Remarks

Litigation and Regulatory Update

A litigation and regulatory update on technology and privacy related issues.

Lisa Angelo, Angelo Law Firm PLLC - Houston, TX

Reasonable Security Standards Taking Effect in 2023

In 2023, at least 4 new state consumer data privacy laws, plus the California Privacy Rights Act
amendments to the CCPA will take effect. Each of these new laws includes a requirement that covered
entities establish and maintain a written “reasonable security” program. This session focuses on what
factors are considered when meeting what has become a universal standard for achieving compliance
with new state laws and regulations.

Elizabeth Rogers, Michael Best & Friedrich LLP - Austin, TX

15-Minute Break

International Privacy Laws and Enforcement Actions Update

Across the globe, privacy laws continue to emerge and evolve along with regulatory scrutiny. Learn the
latest developments in international privacy laws and hear about current trends and priorities in
enforcement actions

Kathryne (Kate) M. Morris, Hosch & Morris, PLLC - Dallas, TX

Third Party Breaches and Vulnerability Management

Step right up and hear all about the latest data breaches and cybersecurity issues, including an overview
of recent case law in the area and implications for managing vulnerabilities on an on-going basis.

Kristen Hudson,

Pick Up Lunch

Dickinson Wright PLLC - Austin, TX
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Wednesday Afternoon, July 27, 2022

Presiding Officer:
Elizabeth Rogers, Michael Best & Friedrich LLP - Austin, TX

LUNCHEON PRESENTATION

12:15 pm
0.75 hr

1:00 pm

1:15 pm
1.00 hr
0.50 hr ethics

2:15 pm
0.75 hr ethics

3:00 pm

3:15 pm
1.00 hr

NiFTy uses of NFTs and Other Emerging Technologies for Cybersecurity

Blockchains, cryptocurrency, and non-fungible tokens are all components of the metaverse. Explore the
use of private and public blockchains, NFTs, and other “metaversal” technologies as part of an
information security program as well as cybersecurity considerations that organizations should keep in
mind when deploying these technologies.

Nick Donarski, ORE System - Dubuque, IA
Devika Kornbacher, Clifford Chance - New York, NY

15-Minute Break

Current Issues in Cybersecurity Regulation and Enforcement

Examine current government enforcement perspectives and trends, including how they relate to the
private sector.

Moderator:
George R. Gooch, Texas Health Services Authority - Austin, TX
Panelists:

Esther Chavez, Office of the Attorney General - Austin, TX
Derek Kleinmann, U.S. Securities and Exchange Commission - Fort Worth, TX

Protecting Privilege? The Evolving Role of Attorney-Client Privilege in Cybersecurity Incidents
and Responses

This session analyzes the advantages and limitations of including outside counsel during incident
response.

Jeremy Rucker, Spencer Fane - Plano, TX

15-Minute Break

Current Trends and Issues in Cybersecurity Insurance

From securing the right policies to proper claims notice and management, this presentation discusses
how to get maximum protection and value out of your insurance.

Larry Hansard, Arthur J. Gallagher & Co. - Washington, DC
Leslie C. Thorne, Haynes Boone, LLP - Austin, TX
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4:15 pm
1.00 hr
0.50 hr ethics

5:15 pm

The Role of the GC: Managing Enterprise-Wide Cybersecurity Risk

This panel covers in-house counsel’s increasing role in managing a company’s cybersecurity risks. They
must ensure the company is taking appropriate steps to prepare for and respond to data security
incidents, but also manage cybersecurity risks through information governance, proactive assessments of
the company’s security posture, compliance with rapidly evolving privacy and cybersecurity laws, and
ensuring the executive team and board are effectively managing and overseeing cybersecurity risks.

Moderator:

William R. Daugherty, Norton Rose Fulbright - Houston, TX
Panelists:

Grant Duffy, Southwest Airlines - Dallas, TX

Neha Parekh, Procore Technologies - Austin, TX

Adjourn
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