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� Data Breach Statistics, Current Trends, and Attack Vectors

� Government Enforcement

� Class Action Litigation

� Risk Mitigation Strategies

� Q&A
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% of Organizations Hit By Ransomware

SOPHOS – The State of Ransomware 2024
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Ransom Demand by Company Revenue

� Ransom demands of US$1M or more are commonplace among 
companies of all sizes

� 47% of organizations with revenue of US$10M-US$50M received a 
seven-figure ransom demand

Data Breach Statistics and Trends

US$4.88M Average total cost of a 
breach
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IBM/Ponemon – Cost of a Data Breach Report 2024
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Find the full text of this and thousands of other resources from leading experts in dozens of
legal practice areas in the UT Law CLE eLibrary (utcle.org/elibrary)

Title search: Cybersecurity Litigation and Enforcement Trends

Also available as part of the eCourse
2025 Corporate Counsel eConference
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