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1. System Description

Please provide a detailed description of the System under review. Include a summary of the
System's business purpose, technical function and capabilities, scope of personal information,
data processing activities, important stakeholders, assets used, and third parties involved.

Please contact [DEPARTMENT/NAME] for help with completing this section or to answer any
question.

[DETAILED SYSTEM DESCRIPTION]

1.1 Identify and Classify the System's Personal Information Elements

Please identify and describe each personal information element that the System collects,
generates, uses, shares, or stores. "Personal information" means information that identifies or
can be used to identify or authenticate an individual, including, but not limited to:

o Names.

e Addresses.

o Telephone numbers.

Email addresses.

Employee identification numbers.
e Government-issued identification numbers.

o User passwords or PINs.

User identification and account access credentials, passwords, PINs, and security
question answers.

Financial account numbers.
e Geolocation data.
e Biometric, medical, health, or health insurance information.
e [[OTHER PERSONAL INFORMATION ELEMENT].]
Please also identify and describe all data elements that the system:

e Can connect to an identifiable individual, even if it requires reference to another
corporate System or asset.

e Anonymizes or pseudonymizes.
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The personal information element description should include its source (for example, from the
individual, from another system, generated by an algorithm), how the System uses the element,
the volume or amount of the personal information element collected, used, or stored, and why the
System requires the element to support its business purpose. Please specify whether any personal
information is used to create or is part of a profile and whether personal information elements
are combined or joined with other elements, including elements from other sources.

[[PERSONAL INFORMATION DESCRIPTION]

OR
Personal Source How Is It Amount/Volu | Why Is It Used? | Anticipated
Information Used? me Changes to Us
Element or Business

Need

List and provide links to or attach any supporting documents, like database field lists, here.
[SUPPORTING DOCUMENTS LIST]
1.2 Data Flows

Please describe the System's data flows in detail, including all entry and exit points, all
geographic locations, how people or other Systems access the personal information, how the
System shares or acquires personal information (including, without limitation, specifying
whether the manner of sharing or acquiring is automated and, if so, how), and when the System
deletes personal information.

Specifically identify any third-party access points, data transfers, or other disclosures. Also
identify whether we receive any monetary compensation [or other non-cash benefit] from the
third-party disclosure.

Specifically identify any instances of matching or combining data sets from different sources,
whether conducted by a third party or by the company.

[DATA FLOW DESCRIPTION AND MAP]

List and provide links to or attach any supporting documents, like schematic drawings or data
maps, here.

[SUPPORTING DOCUMENTS LIST]

1.3 Access Controls

Describe the System's access controls in detail, including authentication protocols, user
management systems, access provisioning systems, administrative processes, or other related
controls. Specifically identify the controls governing any third-party System access or access by
another system.

[ACCESS CONTROL DESCRIPTION AND MAP]
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