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Cyber Justice Interrupted: Risk, Defense 
and Liability 

• Session Focus:

• Learn how cyberattacks disrupt law firms and small businesses,
and what that means for your practice and clients.

• Understand the actual risks, real-world cases, and genuine
safeguards you need to stay secure and compliant.

• ½earn a human-centered approach to preventing ransomware
nsk.
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, Why Cyberattacks Matter 

• Law firms and small businesses are prime targets

• High-value data, limited defenses, strict confidentiality
obligations

• Ransomware downtime = weeks, often fatal for SMBs
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• Impact on Law Firms

• Disruption: locked files, missed court deadlines � malpractice
risk

• Confidentiality loss: double extortion, privilege risks

• Financial: ransom $100K-$2M+, breach notifications, client loss

• Ethical/Regulatory: ABA Model Rules, state bar discipline
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Consequences: Law Firms vs 
SMBs 

• Legal: ethics violations vs contract/class action liability

• Operational: missed deadlines vs frozen sales/services

• Financial: ransom $100K-$2M+ vs $50K-$200K, closures

• Compliance: state bar, HIPAA/GLBA/GDPR vs FTC, HIPAA/PCI
DSS
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Real-World Examples 

• Grubman Shire Meiselas & Sacks (2020): $42M demand, data
leaked

• Campbell Conroy & O'Neil (2021 ): client data stolen

• 2023: IL medical practice shut down permanently

• 2024: TX auto dealer ransom paid, data still leaked
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Find the full text of this and thousands of other resources from leading experts in dozens of
legal practice areas in the UT Law CLE eLibrary (utcle.org/elibrary)

Title search: Cyber Justice Interrupted: How Ransomware Turns
Risk Into Liability

Also available as part of the eCourse
2025 LLCs, LPs and Partnerships eConference

First appeared as part of the conference materials for the
34th Annual LLCs, LPs and Partnerships session
"Cyberjustice Interrupted: How Ransomware Turns Risk Into Liability"

http://utcle.org/elibrary
http://utcle.org/ecourses/OC10667

