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Overview 

• Introduction to Basic Data Privacy Principles
• The Impact of Data Privacy Laws
• Global Data Protection Laws & Regulations
• Costs Associated with a Security Breach
• Basic Requirements of an Effective Incident Response Plan
• Ethical Obligations
• Best Practices
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Introduction to Basic Data Privacy Principles 

Quote by Abhij;t Naskar 

The Impact of Data Privacy Laws 
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Global Data Protection Laws & Regulations 

Brazil LGPD (General --�=;....
Data Protecuon Law) 

REGULATION ANO ENFORCEMENT 
w:It-r+we;1•I:11f1w M!iMO!·W 

• China; PIS S1andard 
• � (Personal Information 

"' , 
....,:___ Secunl)' Spec1f1catlon) 

• India· PDP8 (Personal 
.. • • ·; Data Protec!lon 81II) - 1-..1, . 

� 
- .., New Zealand 

1••1' f . Thailand; PD A 4 Privacy SIU 34·2 
(Personal Data l 

T Protection Act) l 
., 

South Afnca POPIA • ✓ 
(Protecuon of Personal Australia: Privacy Act 
Information Act) and Amendments 

Source. eased on febfua1y data horn C 2020 OLA Pipes. dlao1oerdaJaorotHillAD com 

U.S Data Privacy Laws--------------------------------
Koy Issues Filters 

[�timelrame�1for I 
[ PFl'lnllaCIIUMolactioni,erm.tl6d I 

I 
[The1aw11ppiestopap,erreoorda. ■ 

• "Personal Information" is broader than general 
definition; notification triggered only by access 

• Specific time frame requirement for notice 
• Private cause of action permitted 
• Notice to AG or State Agency required 
• Encryption state harbor 

Source: https://www.bakerlaw.com/BreachNotlflcatlonLawMap 
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