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Introduction 

Educational institutions are being targeted by cyber attackers with increasing 

frequency. Given the high costs to constantly update technology infrastructure, school 

districts struggle to keep pace with the rapid development of ransomware by cyber threat 

actors. Additionally, school districts are known to store large amounts of sensitive personal 

information about students, employees and vendors, making them attractive and 

vulnerable targets. It is therefore imperative that educational entities understand their 

compliance obligations under Texas law, as well as options for preventative and mitigation 

measures.  

 

I. Reporting Cyber Incidents to Government Authorities 

 

Multiple Texas laws obligate public education entities to report cyber security 

incidents to government authorities. The laws are designed to ensure transparency, protect 

individuals from potential harm, and inform governmental agencies of potential 

vulnerabilities to cyber infrastructure – particularly government infrastructure.  When a 

breach occurs, a school district’s reporting obligations are dictated by somewhat 

overlapping statutes found in three different code sections: The Texas Government Code, 

the Texas Business and Commerce Code and the Texas Education Code. 

 

A. Texas Government Code Section 2054.603 

 

Prior to 2023, Texas Government Code Section 2054.603 required state agencies, but 

not local governments, to 1) report cyber incidents to the state’s Department of 

Information Resources (DIR), and 2) comply with the reporting and notification 

requirements under the Identity Theft Enforcement and Protection Act, codified in Chapter 

521 of the Texas Business and Commerce Code. In 2023, the Texas Legislature amended 

Section 2054.603 to extend its applicability to local governments, including public school 

districts.1 

A governmental entity’s obligations under Section 2054.603 are triggered upon the 

occurrence of a “security incident,” which is defined as a breach or suspected breach and 

the introduction of ransomware into a computer, computer network or computer system.2 

 
1 Tex. Gov’t Code Sec. 2054.603 
2 Tex. Gov’t Code Sec. 2054.603(a)(1) 
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The term “breach” means the “unauthorized acquisition of computerized data that 

compromises the security, confidentiality, or integrity of sensitive personal information.”3   

In determining whether an incident may have compromised sensitive personal 

information, the entity is directed to the following definition set forth in the Identity Theft 

Enforcement and Protection Act:4  

• an individual's first name or first initial and last name, plus one or more of 

the following: 

- social security number; 

- driver's license number or government-issued identification 

number; or 

- account number or credit or debit card number in combination 

with any required security code, access code, or password that 

would permit access to an individual's financial account; or 

• information that identifies an individual and relates to: 

- the physical or mental health or condition of the individual; 

- the provision of health care to the individual; or 

- payment for the provision of health care to the individual. 

 

The required report of a security incident to DIR must be made not later than 48 hours 

after discovery.5  Not later than the 10th business day after the date of eradication, closure, 

and recovery from a security incident, the local government must make a second report to 

DIR disclosing the details of the security incident along with an analysis of the cause of the 

incident.6 

 

B. Identity Theft Enforcement and Protection Act, Texas Business & Commerce 

Code Chapter 521  

In addition to reporting to the DIR, governmental entities are also required to 

comply with the reporting and notification requirements set forth in the Identity Theft 

 
3 Tex. Bus. & Comm. Code Sec. 521.053(a) 
4 Tex. Bus. and Comm. Code Sec. 521.002(a)(2). The definition applies to data that is encrypted, if the 

person accessing the data has the key required to decrypt the data. See Tex. Bus. and Comm. Code Sec. 

521.053(a). 
5 Tex. Gov. Code 2054.603(b)(1); Tex. Gov. Code 2054.603(b)(2)(A). If the security incident involves election 

data, a report must be made to the secretary of state. 
6 Id. at 2054.603 (2)(c). 
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